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DoD 8570.1 Information Assurance Training: 

Government agencies know that their best line of defense for securing and protecting their vital information and information systems is a well-trained and aware user. That's why DoD Directive 8570.1 was put into place. This enterprise-wide mandate requires that any personnel conducting Information Assurance (IA) functions be trained and certified in a commercial certification on the concepts, principles, and applications to enhance protection of the Department of Defense's (DoD) information, information systems, and networks.

FAQ’s

· What Is DoD 8570? 

Directive 8570 provides guidance and procedures for the training, certification, and management of the DoD workforce conducting Information Assurance functions in assigned duty positions. It also provides guidance on reporting metrics.

· What Agencies Are Affected by 8570? 

Office of the Secretary of Defense 

Military Departments 

Chairman of the Joint Chiefs of Staff 

Combatant Commands 

Office of the Inspector General of the DoD 

Defense Agencies 

DoD Field Activities 

All other organizational entities in the DoD 

· Who Is Affected by 8570?

Any full-time or part-time civilian employee, military service member, contractor, or local national with privileged access to a DoD information system performing information assurance (security) functions -- regardless of job or occupational series. 

The manual, 8570.01M, specifies that the Department of Defense requires approximately 110,000 identified Information Assurance professionals to be certified within a five year time period. The Defense Information Assurance Program office has divided its Information Assurance workforce into six defined categories (see chart below). The manual also specifies the types of commercial information assurance credentials that qualify for each of the defined categories

· When Is 8570 Effective?

8570 is effective immediately and is mandatory for use by all the DoD Components.

· Where Can I Find More Information from the Department of Defense on the Requirements?

Visit the DoD IASE website at: http://iase.disa.mil/eta/index.html#8570training (.mil or .gov only).   If you cannot access the DoD website call the Defense Information Assurance Program Office at 703-604-1480 x112 for additional information.

· Where Can I Find the 8570 Manual?

Click on this link: 8570.01M
· What Are the DoD Approved Certifications?

Here are the "DoD Approved Baseline Certifications

	IAT Level I
	IAT Level II
	IAT Level III

	A+
	Security+
	CISSP

	Network+
	GSEC
	CISA

	SSCP
	SCNP
	GSE

	 
	SSCP
	SCNA

	 
	 
	 

	IAM Level I
	IAM Level II
	IAM Level III

	Security+
	CISSP
	CISSP

	GISF
	GSLC
	GSLC

	GSLC
	CISM
	CISM


· How long do I have to become certified?

Components are required to have all identified IA personnel certified to the baseline requirement within five years of the Manual’s publication which was in December of 2005.  Calendar year (CY) 2006 is the planning year to develop Component and local IA Workforce Improvement Program (IA WIP) implementation plans.  The Manual requires 10 percent of the IA workforce to become certified in CY07 and an additional 30 percent each year following. By the end of CY 2010, all personnel performing IAT and IAM functions as described in the DoD 8570.01-M should be certified. By the end of CY 2011 all personnel performing CND-SP and IASAE roles as described in the DoD 8570.01-M should be certified.

